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Artificial Intelligence Machine Learning Deep Learning
Algorithms that mimic the Algorithms that parse data, Neural Network algorithms that learn the
intelligence of humans learn from it, and then apply important features in data by themselves.
shle to resolve problen;s in what they’ve learned to make Able to adapt themselves through
ways we consider “smart” informed decisions. They use repetitive training to uncover hidden
From the simplest to most' human extracted features patterns and insights.
A I complex of the algorithms. , To™ data and improve with

experience.
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Machine
Learning

NTIS: Public-Private Partnership to Accelerate Data Innovation
and Al Adoption in Government

Machine
Learning

SET OBJECTIVE
Dt

mode!

Machine Learning
life-cycle

Task Driven Data Driven fc'j:hm::;?n g Learn from
(Predict next value) (Identify Clusters) . d:uP 'sed Mistakes
and Supervise < (a\n
{C}} = Mode\ Wrangling
/ 51% 65 ef ~»
Data @)

Machine Learning
Al systems that generalize from examples
Deep Learning

Al systems that generalize from examples,
in many steps, with intermediate representations



Data Science

Applied
Statistics

Domain
Expertise

Spurious
Conclusions
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Capture

» Data Acquisition
» DataEntry

» Signal Reception
« Data Extraction

Communicate
« Data Reporting

« Data Visualization

» Business Intelligence
» Decision Making

Maintain&Govern

« Data Warehousing
» Data Cleansing

- Data Staging

« Data Processing

» Data Architecture

Process

+ Data Mining
» Clustering/Classification
» Data Modeling

« Data Summarization

Analyze

» Exploratory/Confirmatory
« Predictive Analysis

» Regression

« Text Mining

» Qualitative Analysis

2022



Al is constantly changing our world.

One of the Biggest Problems in

Biology IHas Finally Been Solved

U.S. Department of Energy expected to announce breakthrough in ™
nuclear fusion research

Use artificial intelligence to combat climate
change

World Hunger predicted to be
Solved by Al by 2035*

DeepMind breaks 50-year math record using Al; new record falls a week later

? MIT solved a century-old differential equation - —_
e re e ° to break 'liquid' Al's computatlonal bottleneck

Tl it autonony driving virtual agents.

autonomous cars will one day ferry us from place to

Scrutinising Al requires holistic, end-to-end system audits

*Fake News

ANI AGI ASI

Artificial Narrow Artificial General Artificial Super
Intelligence Intelligence Intelligence

' | ._ _ : aka aka : aka
iﬂ@r : B — . iy m Weak Al Strong Al :: Strong Al
P el o =i : 3" Industrial Revolution lm@l"ﬂam NARROW GENERAL TRANSCENDENT
) e Ariution Computing i CAPABILITY CAPABILITY 3 CAPABILITY
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Al
Patterns
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Al Image Recognition

v' Identify and determine objects or other desired
things of unstructured content. This content could be
images, video, audio, text, or other primarily
unstructured data.

v Image recognition examines each pixel in an image to
extract relevant information in the same way that
humans do. Al cams can detect and recognize a wide
range of objects that have been trained in computer
vision.

v Al enables computers to parse huge swaths of data,

learn from disparate inputs, recognize patterns, and

adapt decision-making and responses over time.

Government



Computer Vision

 Biological Vision Evolution

-543 million years

e Machine Vision Evolution

1940s
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Al vs Human

2011 2016

humans

- 26% errors . 5% errors

3% errors




Conversation and Human Interaction

e Al models are capable of communicating with humans
through natural conversation and interaction including voice,

i i LIST OF LARGE
text, images, and written forms. Gl ACEMODEL:

e Large language models (LLMs)—machine learning algorithms

@ OpenAI GPT-3

that can recognize, summarize, translate, predict, and T
SiGoigen HNVERALLT LaUACE ons

generate human languages based on very large text-based Sl

datasets—are likely to provide the most convincing it

° DeepMind GOPHER, CHINCHILLA

computer-generated imitation of human language vyet. —
e 0 OFPT, FAIRSEQ DENSE

e Generative Pre-trained Transformer (GPT) is a text generation Altlabs sutsssic ® OpenAl
deep learning model trained on the data available on the I DALL-E
internet. It is used for question & answers, text summary @LG cxon !
generation, machine translation, classification, code N

generation, and conversation Al. GPT-4 is expected to be S N - || ||
released next year to include 100 Trillion parameters!

NTIS: Public-Private Partnership to Accelerate Data Innovation and Al Adoption in
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Al for Protein Folding — AlphaFold2

* Nearly everything your body does, it does with proteins. Understanding what
individual proteins do is therefore crucial for most drug development and for
understanding many diseases. And what a protein does is determined by its three-
dimensional shape.

e A protein is made up of a ribbon of amino acids, which folds up into a knot of complex
twists and twirls. Determining that shape—and thus the protein’s function—can take
months in a lab.

 DeepMind has set up a public database that it’s filling with protein structures as
AlphaFold2 predicts them. It currently has around 800,000 entries, and DeepMind says
it will add more than 100 million—nearly every protein known to science—in the next

year.

NTIS: Public-Private Partnership to Accelerate Data Innovation and Al Adoption in 2022 12
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DeepMind Al AlphaFold Solves 50-Year-Old Grand Challenge
of Protein Structure Prediction

T1037 / 6vr4 T1049 / 6y4af
90.7 GDT 93.3 GDT
(RNA polymerase domain) (adhesin tip)

® Experimental result

® Computational prediction




Al Relentless Progress

2016

2017

AI 2018
akthroughs -

PAVE

2020

Source: Microsoft

Object recognition
Human parity

Speech recognition
Human parity

Machine reading comprehension
Human parity

Machine translation
Human parity

Conversational QnA
Human parity

Image captioning
Human parity




Government

Al in

Figure 1. Federal Data Strategy

10-Year Vision

Foundational
Activities

2020 2021

Governance, planning,
infrastructure

Executive Orders

v'EO 13859: Maintaining American
Leadership in Artificial Intelligence

v'EO 13960: Promoting the Use of
Trustworthy Artificial Intelligence
in the Federal Government

v'EO 14035: Diversity, Equity,
Inclusion, and Accessibility in the
Federal Workforce

v'EO 14028: Improving the Nation’s
Cybersecurity

Activities

Enterprise
Activities

Standards, budgeting,
coordination

2022 2023 2024 2025 2026 2028 2029

Data Driven

Proactive
evidence-based
decisions,

automated data
improvements

NATIONAL ARTIFICIAL IN

OVERSEEING AND IMPLEMENTING THE UNITED STATES NAHONAEAFSTRATE

LIGENCE INITIATIVE

OFFICE OF SCIENCE AND TECHNOLOGY POLICY

BLUEPRINT FOR AN Al BILL
OF RIGHTS

MAKING AUTOMATED SYSTEMS WORK FOR
THE AMERICAN PEOPLE

While there are 15 different funding
agencies within NAICS 54, 53% of the
contracts and 87% of contract value

sit within the Department of Defense
(DoD).

Source: Brookings Institution



Al Adoption Challenges

Innovation

Data Challenge Thelen:

Integration Change
Challenge Management

Modern IT

Scarce Talent
Infrastructure

NTIS: Public-Private Partnership to Accelerate Data Innovation and Al Adoption in
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Data Challenge

: .Q_s..li -y -y R

COVID-19

Ehe New Jork Eimes

Bottleneck for U.S. Coronavirus Response:
The Fax Machine

—An
 Quality CAPAs

| L& Documents Separate
Procedures

Engineering

Upload
Tool
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Skills and Workforce

Data Science Talent Gap

The U.S. Bureau of Labor Statistics sees strong growth in the data science
fleld and predicts the number of jobs will increase by about 28% through

2026. To give that 28% a number, that is roughly 11.5 million new jobs in the
field.

NTIS: Public-Private Partnership to Accelerate Data Innovation and Al Adoption in
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OPM Announces New ‘Data Scientist’
Job Title

Officials hope that an "unofficial" data science marker for
federal jobs could help both with recruitment of new federal
workers as well as improve evidence-based policymaking and
data management efforts.




Data Science Projects Factors for Failure

e According to Gartner, over 85% of data science projects fail.

e Data Science Factors for Failure include:
e Solving the Wrong Problem
e Applying the Wrong Process
e Siloed Data
e Shortage of Skills
e Overlooking Data Culture and Ethics
* Poor Transparency

e Deployment and Operationalization

NTIS: Public-Private Partnership to Accelerate Data Innovation and Al Adoption in

Government 2022 19



The Golden Hexagon
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Time to be

* Innovate and work towards a better understanding of Al, ensuring its responsible use,
and targeting a high level of trustworthiness.

e Develop a roadmap that defines what priorities and impactful actions to take towards
ensuring the US leadership in the development and use of trustworthy Al systems in
the public and private sectors.

 Democratize Al: How to provide access to data, processing power, and talent across all
sectors to share benefits and enhance economic competitiveness?

 Empower everyone with Data and Al Literacy while supporting initiatives to support
and promote a diverse Al workforce and advance Al research across the nation.

NTIS: Public-Private Partnership to Accelerate Data Innovation and Al Adoption in 2022 21
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A Bridge to Success

i B P :
Government to Government Solutions

Mission: To promote the Commerce Department's and Federal data priorities, including

open access and open data, by providing information and data services to the public,

industry, and other federal agencies in ways that enable U.S. innovation and economic
growth.

The NTIS’ approach allows Government entities to focus on the more strategic aspects of their
core mission while we deliver:

e  Unique, Innovative and Flexible Solutions
*  Economies of Scale and Savings

*  Operational Efficiencies

*  Collaboration and Transparency

e  Customer and Quality Service




The NTIS Authority

Joint Venture Partnerships: Authority allows NTIS to enter into JVP agreements with industry to
provide new or improved information products or services.

The Authority:
e National Technical Information Act of 1988 (15 U.S.C 3704b)
 NTIS is authorized to enter into joint ventures and share revenue under 15 U.S.C. § 3704b

(a)(1)(A)
e NTIS is authorized to receive funds under 15 U.S.C. §§ 1153 and 3704b note.

15 U.S. Code § 3704b. National Technical Information Service

{(a) Powers

(1) The Secretary of Commerce, acting through the_Director of the National Technical Information Service (hereafter in this section
referred to as the "Director”) is authorized to do the following:
{A) Enter into such contracts, cooperative agreements, joint ventures, and other transactions, in accordance with all relevant

provisions of Federal law applicable to such contracts and agreements, and under reasonable terms and conditions, as may be
necessary in the conduct of the business of the National Technical Information Service (hereafter in this section referred to as the
"Service").




NTIS Value Proposition

Accelerated Project Setup: NTIS strives to initiate projects quickly through collaboration with the
customer and with our established relationship with the Joint Venture Partners (JVP).

Highly Collaborative: NTIS remains closely involved through the lifetime of the project.

Extremely Diverse Skillset Pool: Through the NTIS vetted JVP pool and the ability for them to
partner with any other entity, we offer unprecedented access to industry expertise.

Customer ownership: The customer fully drives the Agile project, ensuring that its business needs
are accomplished.

Reduced Invoicing burden: NTIS vets work performed, evaluates performer invoicing and
requests agency’s approval prior to authorizing payment.




Empowering Federal Agencies to Leverage Data as a Strategic Asset

Data Analytics &
Visualization Solutions

Enterprise Data Platform
Data Governance & Mgt

! Fraud & Anomaly

Joint Venture T T s Joint Venture
IR (!VP) Artificial Intelligence Augmented Intelligence Part.nfer !JVP)
Authority Initiative

Evidence-Based Decision

Making Al for Cybersecurity

SHT OF
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Data Driven Solutions

Improving quality
control of data
collection.

Big Data
integration
platform

Cloud
infrastructure,
Secure Data Broker
and Data Lakes

Predicting potential
fraudulent claims

Detecting complex
fraud patterns

NLP Analytics for
parsing of Job
announcements.

Developing data
driven decision-
making capability

Assistive
Technology &
Alternate Format
documents

JAIC - Accelerating
DOD'’s artificial
intelligence efforts

NLIST |

Connecting federal
research to the
private sector.

Multi Nation / Multi
Platform Data
integration

Transformation and
Bl solutions




NTIS JVP Partners (currently 43)

Grant Thornton

9roup Booz | Allen | Hamilton McKinsey&Company C SaS
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Joint Venture Partners®

Note: NTIS JVP’s can partner with other JVP on the list below or with other industry partner, including Academic
Institutions that are not on the list.

* Current list of Joint Venture Partners : NTIS | NTIS Joint Venture Partners

1 1901 Group 12 | Customer Value Partners 23 | Jaxon 34 | SRl International

2 | 1Qbit 13 | Cybraics 24 | KPMG 35 | TCG

3 | ABSC 14 | Deloitte Consulting 25 | ManTech 36 | The Center for Organizational Excellence
4 | ABS Group 15 | D&B Government Solutions 26 | McKinsey & Company | 37 | The National Institute for Hometown Security
5 | Allwyn Corporation 16 | Esri 27 | Onai Inc. 38 | The Obscidion Group

6 | Ampcus, Inc. 17 | Excella Consulting 28 | Pegasystems 39 | Tyler Technologies

7 | AMTUSC Quantum Works 18 | Grant Thornton Public Sector | 29 | Proveo Automation 40 | UiPath

8 | Ardent Management Consulting| 19 | Hassett & Willis Associates 30 | RIVA Solutions 41 | Uncharted Software

9 BigR.io 20 | Hypatia Project 31 | RTl International 42 | United Solutions

10 | Booz Allen Hamilton 21 | IBM Corporation 32 | SAIC 43 | IPUMS at the University of Minnesota
11 | Civis Analytics 22 | ICF Incorporated 33 | SAS Institute



https://www.ntis.gov/jvplist.xhtml

The NTIS Process

Ideate

Create 7600 A&B, discuss Current Status, Needs, Challenges & Priorities as well as business needs

Conceptualize

Jointly Develop Problem Statement (PS), whiteboarding, create opportunity announcement

Propose

Receive & Evaluate Technical (written and oral presentation) & Financial Proposals

|4l

Select Partner(s) and Kick off project(s)

GHT OF

A

S7ares OF



Secret Sauce: The Whiteboarding Session

Meeting with all interested JVPs
* [n-Person
e Via video conferencing

1
A i
.

e *_q\}-" : ’

e Agency explains Data Mission
and general requirements

e JV Partners poses questions and
comments: “what about...”,
“have you considered....”,
“timeline....”, “MVP...”

e Allows for better understanding
by JVPs thereby providing more
targeted proposals




NTIS Framework Summary

e Easy access to solutions — collaboration reduces the time to start
* Fed-to-Fed services allow for transparent communication and exchange of ideas

* Wide range of industry expertise from a diverse group of partners to include industry and
academia

* NTIS manages JVP relationship and ensures customer satisfaction — your agreement is with
NTIS

» Agile deployment allows the ability to test different strategies to achieve the optimal solution
with potentially no paperwork/ change of specifications

* High satisfaction rate as demonstrated by the repeat customers

e Reduced invoicing burden

NTIS: Public-Private Partnership to Accelerate Data Innovation and Al Adoption in

2022 31
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e Mission: The mission of the JAIC is to
transform the DoD by accelerating
the delivery and adoption of Al to
achieve mission impact at scale.

« JAIC has now been integrated into

the Department of Defense’s Chief
Digital and Artificial Inteligence Office
(CDAO), which is responsible for the
acceleration of the DoD’s adoption
of data, analytics, and Al to generate
decision advantage across, from the
boardroom to the battlefield.

JOINT
WARFIGHTING
(JWF)

JOINT
INFORMATION
WARFARE
(JIF)

JOINT LOGISTICS

JAIC Mission Initiatives

N

BUSINESS PROCESS
TRANSFORMATION
(BPT)

JOINT FORCE
PROTECTION

WARFIGHTER
HEALTH




« Objectives: Business Transformation Inteligence, Augmented
Cybersecurity, Strategic Advantage, Disaster Support.

* Problem: “Our adversaries in cyberspace are automating their attacks.”
The U.S. Defense Department needs to develop the capability to more
quickly detect cyber intrusions and enable a more rapid response.

 Solution: Increase the use of Automation and Machine Learning tools to
monitor the data sources to make informed decisions, identify
efficiencies for early detection, accuracy of detection, and timely
mitigation, if not prevention of threats.

33




Cybersecurity Challenges

* The enterprise attack surface is massive and continuing to grow and evolve rapidly. The global
cybersecurity threat landscape is changing, and internet users now face ever-evolving threats
to their data and privacy.

e Hundreds of attack vectors
e Big shortfalls in the number of skilled security professionals
* Masses of data that have moved beyond a human-scale problem

 There are massive, largely automated botnets infecting consumer devices and social
engineering or phishing attacks that try to fool users into giving away their money and data.

 Artificial intelligence is now the latest weapon in the cyber security armory.

NTIS: Public-Private Partnership to Accelerate Data Innovation and Al Adoption in

2022 4
Government 3



Prevent Network Penetration

e SEARCH-T, a novel information retrieval system that ingests cyber log data and uses
tensor decomposition.

e Rather than applying machine learning methods to the detection of new threats, we
have used unsupervised methods to accelerate investigations, and more effectively
use the tools cyber experts have at their disposal.

e 60 days of network log activity/4 million IPs/ldentify one additional IP from a malicious
actor from an original 6 that were manually flagged.

NTIS: Public-Private Partnership to Accelerate Data Innovation and Al Adoption in 2022
Government
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LONFLCTPREVENTIN
AND STALZATIN

e Mission: The U.S. Agency for International Development leads
the U.S. Government's international development and disaster
assistance throu gh pa rtnerships and investments that save |iV€S, CONMLERNTAAD | EUCTON ENVIRUNME‘NT‘ENERBY‘ BIENDES‘EGUALIWND
reduce poverty, strengthen democratic governance, and help | -
people emerge from humanitarian crises and progress beyond
assistance.

* USAID tranSformS It tranSformS famllles’ Communltles’ and GLORAL AEALTH HIANTARIAN INNCVATON TECRHOLOGY, | NUTRITON
countries — so they can thrive and prosper. Whether by MG Mg
preventing the next global epidemic, responding to a devastating
earthquake, or helping a farmer access tools to grow her
business.

NTIS: Public-Private Partnership to Accelerate Data Innovation and Al Adoption in

Government 2022 36



 Malaria is one of the world’s oldest and deadliest diseases.

e Eliminated in the United States in the early 1950s, malaria remains a major global health
security and economic threat—nearly half of the world’s population is still at risk.

e Malaria parasites are spread by infected female Anopheles mosquitoes when they bite.

e Early symptoms, such as fever, headache, and chills, may be mild and difficult to recognize. If
not treated, malaria can rapidly progress to severe illness and death.

e The World Health Organization estimated that there were about 241 million malaria cases and
627,000 deaths worldwide in 2020.

NTIS: Public-Private Partnership to Accelerate Data Innovation and Al Adoption in
Government

2022 37



USAID PMI (=} USAID

,}ﬂ .@ FROM THE AMERICAN PEQPLE

U.S. President’s Malaria Initiative

e The U.S. President’s Malaria Initiative (PMI) supports 24 partner countries in sub-
Saharan Africa and three programs in the Greater Mekong Subregion in Southeast Asia
to control and eliminate malaria.

 PMI delivers cost-effective, life-saving malaria interventions—such as insecticide-
treated bed nets, indoor residual spraying, and essential medicines—alongside
catalytic technical and operational assistance to equip and empower partner countries
to end malaria. PMI is a multi-agency initiative, led by USAID and co-implemented
with the U.S. Centers for Disease Control and Prevention (CDC) within the U.S.
Department of Health and Human Services (HHS).

NTIS: Public-Private Partnership to Accelerate Data Innovation and Al Adoption in

2022
Government 38



The U.S. Government, through PMI and the U.S. contribution to the
Global Fund, played a leading role in helping partner countries and saving lives.

M-DIVE

fa F1. 2l Together with our partners, PM| has helped save
PMI benefited e i Sl
700 milli 10.6 million lives and prevent 1.7 billion

i malaria infections worldwide since 2000
people

What Data Are Requested How Data Are Submitted

PMI DELIVERED:

\ Insecticide “s Since 2006, in countries
-
i & :i':;:: to spray i where PMI works, global
A S ?Eli: nets (ITNs) 5.8m

homes (IRS)

efforts have supported:

torroTecT:  21.2m people

0 Malsra incidence and L] APEDaged |TEErELIOn W in L] | | Torrotec 91.4m peop|e

e S LT e 1 J.:':l- L
prevalénce from healt DHIS) AVERAGE DECREASE
fRanagan el miaimaton o Excel template that i ' IN CHILD DEATH RATE
gyatems : pre-popuiated with IR 34m ﬁ 155.3m AR I
o Medical supply and facility e b . i ol seasonal 52 rapid ;"' ———————
frietiics from logistics | ik 1"...--. -~ preventive diagnostic
management information  * XC0 0 Al Oviates fro treatments (SMC) tests (RDTs)
i-'.'S‘.{'I'I'-E e I fmat ol ihe Elandar I -
¢ Population and healthare encel temglate rorroTecT: B.4m children rorrotecT:  155.3m people
{aeility clata DECLINE IN MALARIA
' CASE RATES'
. Malana campagn data
16.2m 113.6m
preventive malaria medicines pﬁ
treatments in (ACTs) B ‘?.:I
pregnancy (PTp) @

DECLIME IN MALARLA
NTIS: Public-Private Partnership to Accelerate Data Innovation and Al Adoption in DEATH RATES"
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Fraud, Waste, and Abuse (FWA)

“Small percentages of spending that
are wasteful, fraudulent, or abusive
add up to large amounts of taxpayer
dollars.”

FRAUD IS ATTEMPTING TO OBTAIN SOMETHING OF
VALUE THROUGH WILLFUL MISREPRESENTATION

Inflating hours billed to an Underreporting income Selling counterfeit
agency for IT support to receive federal subsidies electronics to an agency
for food and housing

Only the judicial system can determine whether an act is indeed fraud.

Federal agencies made an estimated
$281 billion in improper payments in
FY 2021—up from about $206 billion
for FY 2020. This estimate is likely
understated since it doesn’t include
improper payments related to COVID-
19 funding (Ul, SBAPP). In fact,
cumulative federal improper payment
estimates have totaled about $2.2
trillion since FY 2003.

Bl JULY 22, 2015

One of the 2019 Payment Integrity
Information Act is “reducing
government-wide improper
payments, including fraud”

NEW GAO REPORT FINDS SERIOUS
VULNERABILITIES TO WASTE AND
FRAUD WITH MEDICARE PROVIDER

LIST

Commit to combating fraud by creating

an organizational culture and structure

conducive to fraud risk management.

= Demonstrate 8 senior-level commitment
to combat frawd and invalve all
levels of the program in satting
an antifraud tone.

= Desynate an enbty within the
program office to lead fraud
risk management aclivities.

* Ensure the entily has
defined responsibilties and
the necessany authonty o
serve its role.

Evaluate outcomes using a

risk-based approach and

adapt activities to improve

fraud risk managamant.

* Conduct risk-based maniforing
and evaluation of fraud risk
managemint activiles with a

ENVIRONMEN

fpcuis on oUtComMeE Measurameant

= Collect and analyze data from
reporiing mechankams and instances
of defected fraud for real-tme
manitoning of fraud trends.

= Lisa the results of manitoning, evaluations,
and investigations to improve fraud
prevention, detection, and response

Soupoec GAD: | GAD-15-5005P

M“ﬂ'"s AND FEE%#C*

L poEInE

Plan regular fraud risk
assessments and assess risks
to determine a fraud risk profile.

* Taibor the fraud risk assessment
b the program. and invalwe
relevant slakeholders

« Assess the likelihood and impact
of fraud nsks and delerming risk
loberance.

= Examing the suilabality of existing
condrols, prioritize residual risks,
and documant a frawd risk profile

Design and implement a strategy
with specific control activities

to mitigate assessed fraud risks
and collaborate to help ensure
effective implementation.

« Develop, document, and
communicate an antifraud strategy.
fecusing on prevantive control
aclivities,

. Consider the benefits and costs of
conirols o prevent and detect
potential fraud, and devedop a
frawd response plan

. Eslablish collaborative
relationships with stakehoiders
and creale incentives 1o help
ensure affective implementation
of the antifraud stratagy 40




Machine Learning for Fraud Detection

e Traditionally fraud detection algorithms use rules-based approaches that must keep

expanding as fraud evolves and result in a high number of false positives. =»
Inefficient and Hard to Scale

 Machine Learning algorithms are faster, scalable, adaptable, and more accurate. They

are more effective than humans at uncovering non-intuitive patterns or subtle trends.
=» Scalable and more Effective

Rules and machine learning are
complementary tools for fraud detection

NTIS: Public-Private Partnership to Accelerate Data Innovation and Al Adoption in 2022 a1
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Combating Health Care Fraud, Waste, and Abuse

 HHS has over a trillion-dollar portfolio. HHS OIG’s multi-
disciplinary, geographically dispersed team needs to have Ny
“data at their fingertips,” meaning they need to easily and Vs pesamantof

Health and Human Services
rapidly access and analyze data to identify and target Office of Inspector General
potential fraud schemes and areas of program waste and
abuse.

 How can HHS-OIG use data even more to accelerate that
process? How to empower staff to use data proactively?

 Cloud-based platform with an enterprise dashboard and
analytics capabillities to enable staff to identify emerging
Issues through data and automated risk assessments, and
then effectively prioritize the activities of oversight and
enforcement resources.



Department of Labor - OCIO

e Mission: To foster, promote, and develop the welfare of the wage earners, job seekers,
and retirees of the United States; improve working conditions; advance opportunities
for profitable employment; and assure work-related benefits and rights.

 The Department of Labor administers federal labor laws to guarantee workers' rights
to fair, safe, and healthy working conditions, including minimum hourly wage and
overtime pay, protection against employment discrimination, and unemployment
insurance.

NTIS: Public-Private Partnership to Accelerate Data Innovation and Al Adoption in
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DOL - OCIO EDP

Enterprise Data Platform Apprenticeships

Registered Apprenticeship is an industry-driven, high-quality career

! ' ' pathway where employers can develop and prepare their future
DOLS Ofﬁce Of the Ch Ief Informatlon workforce, and individuals can obtain paid work experience, receive

progressive wage increases, classroom instruction, and a portable,

omcer nationally-recognized credential.

Figure 2: Comparison of Apprenticeship Distribution
and Labor Force

Outcome: Developed a big data- S o
Inteqration system, integrating 15 |-
legacy data-centric system applications.

Annual average apprenticeship share Annual average share of labor force
2010-2019 2010-2019

*Labor force data for Indviduals of two or more races |s avallable only back to 2018.

-~ Black or African
American12.2%

_— Two or More
Races* 1.9%

_+ Two or More
Races 0.4%

,
* Native Hawallan
or Other Pacific
Islander 1.4%

Native Hawallan
or Other Pacific
Islander 0.4%

79.1% White

Presentation title 2022 44



Who is willing to deal with the
ethical guidelines of Al?

Z Who is willing to take responsibility

@ ﬁ for the decisions of the algorithms?

» Trustworthy Al is valid and reliable, safe,
fair and where bias is managed, secure and
resilient, accountable and transparent,
explainable and interpretable, and privacy-
enhanced.

» Al systems are socio-technical in nature,
meaning they are a product of the complex
human, organizational, and technical
factors involved in their design,
development, and use.




Al is Everywhere

L] L3 L] L] ?
How Al is impacting our lives? APPLICATIONS OF ARTIFICIAL INTELLIGENCE IN MILITARY
Social Medi
Smartphones ‘;'cfrt_formsm E-Commerce Au;zz::::ius The main applications of artificial intelligence are as follows, and they will advance in the upcoming years:
[ ‘ I I * Cybersecurity

= \Warfare systems
* |ogistics and transport
* Target recognition

QOO
| |

* ‘Warfare healthcare
* Threat monitoring & situational awareness

* Al & data information processing

Security & L Banking &
v Surveillance sicth plicad Finance Sector il Ui * Combat simulation & training
4 Strategic Areas Where Bias in hiring: 5 key terms
AI Can Impact Recruiting Outcomes dadomabed hirng softeane B subject o reguiations administensd by the WS Equal Employmest Opportunity Commisalon

© Protected class

The EEOC lists rine categeries of
QrouDs penbected from discrimination
ruce, color, relighon X, Ag

arigin, disability, genetic infermation
and wictims of recaliabion for
complaints o legal action.

& Achverse (disparate) impact ‘
“a substantially different rate of
don in 0

thie dlisadvantage of members of & race,
b OF efhnic group.”
The discrimination can be uninten
i

C Uniform Guidsines o
Emplayes Selestion Poesdures.

elp e iryers
ISCTimiRahon Laws. It
pact, the fowr.fifths

O Four-Afths rele
The rule of thumb quantifying adverse

it 16 b than four-Fifths (0%
with tive highest rate. e st
P algorithims for decision was “job related™ or motivated
calkculating the mtios. by “busiress necessiy,®

Predicting future Overcoming talent Better envision

Talent matching talent requirements shortages workforce trends
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DOC-NIST Al RMF

TEVV includes internal &
external volidation

Actors include data coflectors
& processors

Collect & prl:ltes*;'
data

N - AIMODEL
PEOPLE & | Build & use

| model

e e s _
L _ Verify & validate '
Actors include end-users :
& stakeholders /
e
B

Actors include system
integratars tuning & testing

Deploy

Figure 1: Lifecycle and Key Dimensions of an Al System. Modified from OECD (2022) OECD

NTIS: Public-Private Partnership to Accelerate Data Innovation and Al Adoption in
Government

e Valid & Reliable / Safe / Fair / Secure &
Resilient / Transparent and Accountable
/ Explainable and Interpretable /
Privacy-Enhanced

Representative Actors

amimunities, eval

Data collection & Processing: gather, valldate,
process | a ] nd document the metadata and
data E eristics of the dataset.

Data scientists, domain expearts, socio-cultural analysts, human factors
experts, data engineers, data providers, TEVV experts.

Build &
use model

r:

Modelers, medel engineers, data scientists, developers, and domain
experts, With consultation of socio-cultural analysts familiar with the

: ystems/software engineers, domain
ant exp third-party suppliers with consultation of
xperis, 5 -cultural analysts, an Brnance
experts, TEVV experts, end-usars.

Deploy

ontinuou
Operata & 3 I yath s
monitor | and unimtended) in light of objectives and ethical
COnsi

Use systemitechnalogy; monitor & assess End-users, affected individuals/communities, general public; policy
impacts: seek mitigation of impacts, advocate for | makers, standards organizations, trade associations, advocacy groups,
rights. environmental groups, civil society organizations, researchers.

Figure 2: Al actors across the Al lifecycle.



DOC — Data Ethics Framework

Privacy and
Confidentiality

Establish measures to
protect privacy and
confidentiality.

Apply responsible data
stewardship throughout
the data lifecycle.

Fairness and
Inclusiveness

Ensure collected data are
fair and complete and
representative of all
audiences.

Mitigate/Remove
unintended bias from data
and data processing.

Adopt best practices to
ensure inclusiveness.

Democratize data practice
and data-driven impact
monitoring.

NTIS: Public-Private Partnership to Accelerate Data Innovation and Al Adoption in
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Transparency and
Accountability

Exercise transparency
throughout the data
lifecycle.

Use data to increase
accountability.

Establish responsibilities
and facilitate oversight.

Foster a culture of

responsible data
practices.

Safety and
Security

Protect data from
unauthorized access and

malicious impact.

Develop standards and
best practices to prevent
or mitigate data loss.

Develop a risk
management plan and
implement data safety

and security measures.
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XAl: Explainable Al

e XAl is a critical practice to ensure that Al and ML solutions are transparent,

trustworthy, responsible, and ethical.

Tfaining ML Predictions Performance
Data model Monitoring
F 3
Tuning
Classical ML Approach
Training ML
- mode]
Model
Data | Predictions improvement
Explainability
Data
improvement Human Verified Outcome
Validation Validation

Explainable ML Approach
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® Unseparvised Loaming

& Sipanised Leaming

Accuracy

g ' Hﬂlj;fi:\l:i:::m Characteristics of Highly
g Accurate Models
o Ensemble Methods: : * Non-inear reiabionships
{XGBooat * Non-smooth relationships
Randont Fores) * Long Computation Time
Kemel Based Methods

@ (Suppont Vecior Maching

& K-Nearest Neighbors Ceacizion [reas

provide good

Accuracy wih very
high interpretability

’ Decision Trees

Characteristics of Highly
Interpratable Models

v |inear & Smaoth

* Well defined refationships
*  Easy locompute

0 Logistic Regression

Low )

Low Interpratability High
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Possible Approaches towards XAl

e Build inherently interpretable prediction models

if (age = 18 — 20) and (sex = male) then predict yes

else if (age = 21 — 23) and (priors = 2 — 3) then predict yes
else if (priors > 3) then predict yes

else predict no

e Explain pre-Built Models in a post-hoc manner

Explainer —_—

if (age = 18 — 20) and (sexr = male) then predict yes

else if (age = 21 — 23) and (priors = 2 — 3) then predict yes
else if (priors > 3) then predict yes

else predict no
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Summary

 The U.S. government has a huge opportunity to capitalize on data, Al, and other

emerging technologies to drive innovation to achieve mission outcomes and deliver at
scale and market speed.

e Agencies will be empowered to provide:
* A better and more personalized experience for citizens,

* Optimize processes

e Reduce time on basic tasks to focus on evidence-based decision making and innovative ways to
improve services.

 The NTIS framework provides a unique framework to achieve these objectives in a
rapid, efficient, and effective way.
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“At its core, the need for
transparency and consistency is the
fundamental principle that any kind

of transparency can be dangerous.”

Al
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Thank you / Any Questions?
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