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SAF/CO Overview

= Mission: To empower and posture the Department of the Air Force (DAF) to harness data
for competitive military advantage

= Reports directly to Under Secretary of the Department of the Air Force (USecAF)
s Established in September of 2017

= Program Guidance Letter signed on 19 March 2019

= Mission Directive signed on 30 April 2019

= Full Operational Capability achieved 1 June 2020

“Next-generation combat is going to depend on data, more so than any time in the past. It’s
important for us to make sure all of our Airmen have uninterrupted access to all of the data they

need, when they need it.”
— Under Secretary of the Air Force Matthew Donovan
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SAF/CO Problem Space

= Large number of legacy systems with Data Challenges in Air Force Today

numerous point-to-point interfaces that

X i . i Lack Visibility Limited Analytics Growing Problem
are expensive to implement and maintain Unable to assess health Capability Generate more data every
. . . T and readiness because of Cannot perform robust second and keep holding
= Antiquated, brittle architectures ml?'blt limited access to data. analytics to make mission data hostage in data jails.
legacy system enhancements required decisions.

to make data accessible

m Many legacy systems employ “data jails”
that prevent timely data access that
supports the analytics needs of
Functional communities

m The time is now to employ new,
commercially available data services that
will change the landscape of how data
enables mission effectiveness

Source: CDO AFDAWG Kickoff Brief, June 2018

The DAF CDO sees the challenges in the context of the fully
functional scope of Enterprise Data Management disciplines and
achieving targeted degrees of EDM Maturity

ALINAIS Y1va

Out of which Data Analytics is one piece of the overall problem
space.

DATA DISCOVERY
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SAF/CO Strategic Vector

VISION & MISSION

VISION - Fueling data innovation within the Department of the Air Force

MISSION - To empower and posture the Department of the Air Force to harness data for competitive military advantage

STRATEGIC GOALS

L O

VISIBLE
Enabling the Discovery

of Authoritative
@ DEIE]
TRUSTED
Maintaining the

Highest Degree b

of Data Integrity

A Catalyst for

Sharing Data
Make data Visible,
Accessible,
Leading Data Understandable,

Linked, and Trusted Driving Data
Culture (VAULT).

ACCESSIBLE
Establishing Paths
to the Data
We Need

Increase data use Capabilities
and literacy to Increase access to
improve efficiency the right combination
and effectiveness of of state-of-the-art
decisions, readiness, technologies needed
mission operations, to best utilize data.
and cybersecurity.

dO

LINKED

Harmonizing
Data to Derive | 0
New Insights \ b
~ UNDERSTANDABLE
Providing Mission .

Context for Data
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Digital Air Force Journey

Worldwide Mission
Readiness &
Effectiveness

DAF Data Reference Architecture:
Leads DAF organizations toward implementing Data Platforms that are able to
share data

VAULT Data Platform and Enterprise Information Model:
Provides cyber-secure, cloud-based tools to connect, find,
share, and learn from DAF data

Enterprise Data Management AFI:

Defines guidance, roles, and responsibilities
that enable an DAF culture that treats data as a
strategic asset

DAF Data Transformation

SAF/CO is driving strategic and tactical actions, moving the DAF toward being a data-driven

organization prepared for Digital Transformation
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VAULT Data Platform Lines of Effort

LOE 1: Data Services and LOE 2: Data Indexing and LOE 3: Analytics
Tools Exposure Partnerships
Cloud-hosted capabilities for DAF mission Make current and trusted data sources Enable functional communities to use the
areas to identify, catalog, describe, expose, available for analytics across the analytical tools they need. The VAULT
cleanse, transmit, collect, process, enterprise. Critical DAF questions (e.g. Data Platform is vendor and tool
manage, analyze, and harvest business Readiness) are dependent upon having agnostic. Any products that adhere to
value from data across the enterprise. fast and easy visibility, access and security requirements and the DAF Data
understanding of data from many functional Reference Architecture can be used in
LOE Accomplishments data areas. the VAULT Data Platform.
v NIPR and SIPR Environments
v/ Visualization w Tableau LOE Accomplishments LOE Accomplishments
v/ Data Ingest Service v/ Secure and curate EXORD data sets v AFCEC Visualizations
v’ Enterprise Info Mgmt Service v/ Publish user access processes v/ Aircrew Tasking Custom App
v’ Engage community to populate EIM v/ Actively manage the environment v Custom A9 R-Shiny Applications
v’ Al/ML using SPARK in Databricks v/ Automate data updates v A3 Readiness Dashboard NIPR/SIPR
v Data Cleansing Pipelines with Trifacta v/ COVID19 data from Advana v/ 50+ NIPR and SIPR Tenants in F35,
O Consumption-based business model v/ Financial data from DFAS MROi, AFMAA, AFCAC, many more
O Many more on Roadmap O Handle Unstructured & Streaming Data v/ Data exchanges with DoD’s Advana
O Expand to more sources @ Support ABMS / JADC2
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The VAULT Journey

NIPR VAULT

* VAULT Contract *NIPR IL-4 ATO * NIPR IL-5 ATO *» Tableau Go-Live * Databricks NIPR * COVID-19 Reports  * Over 40 Tenant
Award + OASIS Readiness  * 10TB static data » 200 Global NIPR Go-Live » User Account Projects
Task Users * SwimLane (SBIR) Creation * 50k DBUs added
+ 3 Tenant Projects Go-Live Automated + 2000+ Users
*10 NIPR Tenant * R-Shiny App « Trifacta and
Progress on all SAF/CO Lines of Effort Projects Server _ NNCompass
* 1 live data feed * 25 Tenant Projects Go-Live
= New Open Source and COTS tools deployed *5 live data feeds  « 12 live data feeds,
P ploy SIPR VAULT including Advana

= New data sets acquired

= 50 Analytics Partnerships between NIPR and
SIPR, over half of which < 90 days old

Aug 2019 Aug 2020

«SIPRVAULT  «SIPRIL-6 ATO «R-Shiny « 8 SIPR Tenant
= User growth from 200 to 2000 in 1 year Contract Award « 15 SIPR Users  Go-Live Projects
] ] «1 Tenant *« COVID-19 » Databricks
= Tableau views from 16 to 1,800 in 1 year Project Project SIPR Go-Live
] (Readiness *3 SIPR Tenant  +90 Users
= Same number of developers and Operations & Pathfinder) Projects « Trifacta and
Support staff as Oct 2018 « AWS Diode in NNCompass
use being deployed
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VAULT Platform Capabilities Today

Features:

*ATO: IL-4, 5, & 6, PII

* Multi-Tenant

* Group/Role Access
on Data and Apps

* DISA CAP Connection

* User-unique Webtop

Palantir o
Q
Foun dry Q Informatica

Axon

(\) Enterprise Data
( Catalog

TRIFACTA

Manage
Storage Metadata

Data Manipulation,
Cleansing, and

+'4+ )
i tableau
Custom Applications

- Aircrew Crisis Task Force
- Swimlane

Visualize

Experimentation Analytics

AWS S3 ‘
Hadoop File Store i
SQL, Hive, Parquet databricks
qdue o
PRI\ NData Sp Qr K

BINNCompass

Apache Zeppelin

Rhombus Power
Guardian Framework
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SAF/CO Use Cases

» Define mission-related problems that can be

Define

addressed with data solutions Problem

Identify,

» Capture and prepare data Capture

& Prepare

» Optimize analysis through custom ML or "\

Execute
Analysis

leveraging existing models

» Glean insights through visualizations

SAF/CO’s Use Case-driven approach leverages data and applied analytics to solve problems and

drive mission innovation across the DAF
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AFMC/FM Data Analytics
CDO VAULT Utilization

Purpose AF WCF Financial Systems
= Provide insight into the WCF Cash balances by being able to:
s Provide insight into underlying business events
s Forecasting
= Visualize the impact of varying operating scenarios

= Databricks
= Hub for Extract, Transform, and Loading (ETL) functions
= Direct data refresh of Tableau Dashboards CDO VAULT
= Allows us to code in Python to av{ra=re Pub"c(zgg)'-akes
s Strong performance and scalabilit
=  Over 65 million records per qugrtc

AFMC/FM Current “Critical Software Path”

t&]} +ableau
databricksl-l

AFMC-FM’s

(Local Uploads)
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AFMC/FM Data Analytics
AFMC Cash Reporting Dashboard

Purpose Version 5 AENC Position AF BLUE Position §  TRANSCOM Position AF WCF Position PID Collections B PIDDisbursements
primpes $342.1M $502.6M $782.5M $1,285.1M $1,543.9M $1,575.3M

= Provide insight into

. . G e
underlying business events s
: [ ] Cash Position Trend ELLTCER A I ; ) PTD Collections & Disbursements [Normaiied v |
s Forecasting

s Visualize the impact of
various operating scenarios | ..o

$2,000.0M

$1,500.0M

Data Sources

= DFAS ESS Produced Daily 1 WA
Flash Cash (local upload) ‘ |

u GAFS'BQ STH (ADS) AR ARAARRARRAARAAAAAAS $0.0M

$1,000.0M

. . (i ] Cash Position Trend by Program progam v | (i ] Daily Change in Collections & Disbursements
= Automated - STH ingestion, [g.. ... B
ETL Efforts (both sources), [, b
Dashboard data refresh = —— W w bt AN
b 500.0M \’( ¥y ] .\‘,N”‘, v
= Manual - Flash Cash ~ i . vfwwu 1 L‘/ J ‘ % e o sonm o : g pame
ingestion Aol ) )@ SRR AP0 oo . “ ‘
|m n Ml . vl ‘ww‘"“"’\/\)‘w\gmwﬂw .
. ($2,000.0M)

Integrity - Service - Excellence



AFMC/FM Data Analytics
WCF FM Oversight

Purpose

= Enable the WCF FM
community to:
= Engage in Financial
Statement analysis
m Link Financial Statement

balances to WCF GL
Transactions

s Detect Abnormal
Balances or Balance
Changes

Data Sources

s GAFS-R Trial Balances and
Journal Vouchers

= SMAS, FIABS, DIFMS, and
ABS

WCF Financial Oversight

Quarter

V6 o |Decembe' 2018 o )
View Data Table Balance Change by GLAC for December 2013 Top NilteeH] 10 3 [Foucoray o GLAC All Balance Change by Period
FY 2016 FY 201 Y FY 2019
0  rucusonieve II I a1 @ 03 o4 @ @ @ 04 a @ 6 a4 @ @ Q@ Q4 Q
11% Critical -
2 |
: - II | | | I|
gl
9% Moderate g g --Il gs -§ II Il ...l l -
($200.00M) & I g [ ]
k
|
a -1 b 8 A N g
-} < g i b N 1 teoom
3] [ s | o | All Balance Changes Overview Top NFilter. |5 > GLAC Z-Score Treemap for December 2019 el .
5 GLAC subcats dir 85.4% of bal: 0 8800
Subcategones o::anges S 5 GLACs drove 56.2% of Balance Changes h:m ’::: Tf; ‘,u;s ?f;o ﬁ o e | . . .
a0 =) S100 10 24
3.17% = o b 152
S an s730 1730 8 ! Y
.
5.43% o0 an 10 -
s 10 as 728 0 a5

1233%

14.61%

. REVENUE AND OTHER FINANCIN...

[l BUCGETARY ADIUSTMENTS AND ..
Others

[l otHER BUDGETARY RESOURCES

B eeenses

18.99%

35.46%
9.57%

15.27%

15.27%

ANTICIPATED RESOURCES Others

5720 - Financing Sources Tra...
B 57:0- Financing sources Tra...
4610 - Aliotments - Realized ...

B cos:-

Estimated Indefinite C...

210 - Anticipated Rei

43.83%

mburs...

3
-4 1739 a0
10
135 181 4t
410 1526 510 729

0 . Ending Balance

IV Change
$30,000.00M
$20,000.00M

5$10,000.00M

oo e __N

Ending Bakance

Ending Balance and JV Change by GLAC for December 2019

$10,000.00M

$5,000.00M

J¥ Change

- - 50.00M
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Really cool versus Really Awesome

Initially - DAF Data Analytic Pipeline Landscape Where we maturing to........
Lots of ‘Master Builders’ Architected: alignment & clarity
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Headquarters U.S. Air Force
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BACKUP
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VAULT Data Platform

Service and Software Overview

Software/Applications/Services Z & Languages / Libraries Z o Compute Technologies Z & Storage Technologies Z w | Security, Data Transfer, Release Mgmt 2 &
Apache Zeppelin ® @® scl ® @ redhat ® @ Awss3storage ® @® sigirrs 6
Apache HUE ® O r @® @ Microsoft Windows ® @ AwsRelational DB Service @® @ Microsoft Active Directory oo
Apache Kylo ® @ rython ® ® ~wsee2 ® @ ApacheHadoop ® @® Acas OS]
Apache NiFi ® ® r/sa ® ® ~wscu @® @ ApacheHBASE @® @ Apacheknox oD
Apache NiFi Ul () (O oOpeniDK/lava @® @ shinyserver ® @ s3ruse @® @ ApacheRanger OO
Informatica Axon (Read Only) ® @ openink O O Nginx ® @ oraclerDBMS ® @® spiunk oG
Apache ATLAS @® (O nNodels @ (O Apache HTTP Server ® @ rostgressaL ® @® Hsss [ X )
Apache Spark ® ® roch @ (O Apache Elasticsearch ® ® wvwsa @® @ OpenscapcLTool o0
AWS Elastic MapReduce ® @ A~nacondas () (O ApacheKibana ® @ wariaps ® ® srr @Y
AWS Athena @ O Bokeh @ O ApacheTez @® O Awssns @® O swmrp (X )
AWS Sagemaker @® O colorset @ (O Apache Ambari ® @ Awssas @® (O sonarQube OO0
Tableau Server ($) ® @ Bchave @ (O ApacheSqoop @® @ ~pache zookeeper ® O ait [ 1@,
Tableau Desktop ($) @ (O FlasksaL Alchemy (O (O Apache Kafka @ @ Jenkins [ 1@
Databricks ($) ® @ swagzerari @ O oOpenshift O @ Cucumber q X )
Swimlane ($) @® O Gunicon @ (O Kubernetes AN | Selenium (X )
Trifacta ($) ® ) Tensorflow (O O Docker O O

NNData/NNCompass ($) @ (D MiFlow (O (O AwsKinesis S e

AWS S3 Browse ® @ rictlypash (O (O Apache Solr ® 0

ServiceNow Saa$ ITOM ($) ® O

ServiceNow Saa$ ITSM ($) ® O

ServiceNow Saa$ ITBM ($) ® O

ServiceNow SaaS SAM ($) ® O

ACTF App @® v

AFBOP ServiceNow On-Prem (§) N/a ()

Kibana ® O

(O Roadmap Item (D Verifying (Tech & 1A) Compliance @ Deployed / Available
(™ prioritized by CDO Client @ Change Mgmt / CCB Review $ - Licensed SW
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SAF/CO Data Services
Reference Architecture

DATA PRODUCT CONSUMER SERVICES

Ad Hoc Reporting Microservices:

Data Visualization | Data and Analytics Catalog Interface |

Delegate Remediation Facility isualizati Standard Business Intelligence Data Product and Service Pub/Sub Interface | Testing Tools
4 A | Virtual Project Workspace | Collaboration Spaces | Data

2 Query Interface | Analytics Scripting Interface | Workflow
Appllcatlon Prototyping On Demand Data Retrieval Sandbox Scripting Interface Reporting

ENTERPRISE DATA & ANALYTIC SERVICES

Microservices:

Data Ingest ETL Source-to-Target Mapping

A\

Data Flow Orchestration | Data Storage | Indexing &

Data Quality Remediation Search | Query Services | Analytical Processing Engine |

ETL Load Object Accounting : : 2 : .
Workflow Scripting Execution Engine | Analytics Libraries |

A\

4 Service Endpoints | Analytical Scripting Engine | Data
Metatagglng i i Format Transformation

Data Services Reference
Architecture

Data Modeling Data Standards Microservices:

\¥

Business Rules Engine | Data Access Rules | Analytics
Catalog | Service Publication Toolset | Services Registry
| Role Based Access Control (Authorization) | Business
Glossary | Analytics Content | Operational Metadata

Data Security Rules Management (Metrics) | Information Asset Catalog | Data Lineage |
Enterprise Metadata Model

US AIRFORCE

Metadata Model Administration Business Rule Management

DAF Data Services

Reference
Ar Ch |t e Ctu rev 1 0 h as . — . / ;(:U;l; Genetratlon, Administration, and / On-Demand Deployment ( . ; . Microservices:
. nagemen 4
b . d b - - Ins:rumentauor Ser?/ices | Service Level Agreement
een signed by . : Patiom Gobal Runtim Subtiuon Varisis e
A ageme! tity Manager Globa
M r. Donovan y Activity Monitoring | Exception Management | System

Interface Management | Message and Job Queuing

Acting SECAF!!

The Reference Architecture provides a blueprint for enabling consistent data access and usage

across DAF. The VAULT Data Platform is fully compliant.
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Ingest Sources

o 8

Systems

000

W) %

&
Sensors

=5
3 B

Applications/
Data Marts

Publicly
Auvailable Data

=}

APls / Web Services

((C

Databases

3
tel

File Extracts / Logs

04491101
110031100
1000 +t0P

Streaming Sources

VAULT Data Platform Storage
Concept and Organization

1 1
1 1
1 1
1
¥ IngestData , ¥ storeFilesUnaltered : v
¥ UpdateDataCatalog | ¥ OrganizeFiles 1 v
¥ Initial Provenance ! v Establishversioning 1 v
v’ Apply Metadata Tags : ¥ ApplySecurity Policies : v
¥ Copy/Convertto . ¥ ApplyLifecycle Policies ;| ¥
Platform Appropriate | ¥ Perform AdHoc Y
Formats ! Profiling 1Y
| ¥ UpdateDataCatalog | ¥
. ¥ Updatelineage i %
1 1 v
1 1
1 1
—) ! i
1 1
. = :
1 1
1 1
@
1 1
1 1
1 I
1 1
1 1
1 1
1 1
1 1
1 1
= =]
(ol ‘@
Data Data Catalog  Business ADS
Dictionary Rules

Apply Schema
Perform Profiling
Validate metadata
ApplyBusiness Rules
Assess Data Quality
Cleanse Anomalies
Capture Metrics
Update Data Catalog
Update Lineage
Apply Metadata Tags

AR RGN A

{

i
1
1
1
i
1
i
I
I
1
1
I
i
1
1
1
1
1
I
1
1
|
]
1
1
1
I
1
1
1
1
1
1
1

Establish Data Relationships for Enrichment
Transform Data mto Fit-for-Purpose, Curated Data Objects

Ri cur i &Apply to CDOs J I'J 9
Update Data Catalog / Allgn Business Metadata

Update Lineage i i
Apply Metadata Tags & s

Make CDO Data hable and Applying Indexi
Apply Lifecycle Management Policies

Discovery Data

(‘Qo

Cleansed Data

i Master Data

2 I
:g Reference Data

=
Analytics Data

-
(

Interface Data

Metadata

Service
Registry

Search
Discovery

B
(o

Access Operational Data Lineage

Rules Metrics

The DAF CDO Data Lake is structured and governed based on a

Metadata Enabled (EIM) Data Curation Methodology
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